


Preface 

HOW THIS 
GUIDE HELPS 



This guide is your roadmap to reclaiming control of a 
hacked WordPress site. It walks you through practical steps
—assessing the extent of the damage, removing malicious 
code, and fortifying your site against future threats. With 
clear, actionable advice, you’ll be equipped to respond 
effectively, reducing downtime and safeguarding your 
online presence. Whether you’re a beginner or a seasoned 
user, this guide empowers you to tackle the crisis head-on 
and restore your site with confidence. 
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INTRODUCTION 

WHY THIS GUIDE 
MATTERS 
WordPress’s Popularity and Hacker Appeal 
WordPress powers over 40% of all websites, making it the 
most widely used content management system (CMS) in 
the world. Its popularity stems from its flexibility, ease of 
use, and vast ecosystem of themes and plugins. However, 
this dominance comes with a downside: it’s a prime target 
for hackers. The sheer volume of WordPress sites increases 
the odds of finding vulnerable ones, while its open-source 
framework and extensive plugin library can expose 
weaknesses if not properly maintained. Hackers exploit 
these gaps to launch attacks, seeking to infiltrate sites for 
malicious purposes. 

Risks of a Hacked Site 
A compromised WordPress site carries significant risks. 
Data loss is a major threat, particularly for sites handling 
sensitive user information—think customer details or 
payment data—which can lead to breaches or identity theft. 

Damaged SEO is another critical issue; search engines like 
Google may flag or blacklist a hacked site, slashing its 
visibility and traffic. 
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Then there’s reputation harm: when visitors encounter 
malware warnings or broken functionality, trust in your 
brand erodes, often resulting in lost business and 
credibility. These consequences can escalate quickly, 
making swift action essential. 

Who This Guide Is For 
This guide is for anyone managing a WordPress site who’s 
staring down the barrel of a hack—or wants to be ready if it 
happens. You might be: 

• A small business owner running an e-commerce store, 
panicked because your checkout page is redirecting to a 
shady site. 

• A blogger noticing weird pop-ups or spam comments 
flooding your posts. 

• A web developer tasked with cleaning up a client’s 
infected site under a tight deadline. 

• A site admin with limited technical skills, desperate to 
restore your nonprofit’s donation page before trust 
erodes. 

No matter your role, this guide assumes you’re not a 
security expert but need actionable solutions now. It’s also 
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for those proactive enough to strengthen their defenses 
before disaster strikes. If you’ve got a WordPress site and a 
pulse, this book is your emergency toolkit. 
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CHAPTER 1 

SIGNS YOUR 
WORDPRESS SITE 
HAS BEEN HACKED 

A hacked WordPress site doesn’t always wave a giant 
red flag. Sometimes, the signs are loud and obvious; 
other times, they’re quiet and sneaky, hiding in the 

shadows. Either way, spotting these indicators early is key 
to limiting damage and regaining control. In this chapter, 
we’ll walk through the telltale signs—both common and 
subtle—so you can quickly determine if your site has been 
hacked. 

Common Indicators of a Hack 
These are the big, noticeable signs that something’s wrong. 
If you see any of these, your site is likely compromised, and 
you need to act fast. 

• Unexpected redirects to shady websites 
If clicking a link on your site sends you or your visitors to 
suspicious places—like spam, phishing, or malware sites
—it’s a strong sign of a hack. Hackers often inject code to 
reroute traffic for their gain. 
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• Pop-ups, ads, or spam content appearing 
unexpectedly 
Are strange ads, pop-ups, or unrelated content (think 
dubious product offers or adult material) showing up on 
your site? This is a classic symptom of malicious 
interference. 

• Google warnings (e.g., “This site may be hacked”) or 
blacklisting 
Seeing a warning from Google when you search for your 
site, or noticing it’s vanished from search results? That’s 
Google telling you it’s detected malware or harmful 
activity—a serious red flag. 
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• Sudden traffic drops or loss of search rankings 
If your site’s visitor numbers plummet or your SEO 
rankings tank without explanation, it could mean search 
engines have penalized your site for hack-related issues. 

• Strange files or code in WordPress directories 
Peek into your WordPress folders, like wp-content or wp-
includes. If you spot unfamiliar files or odd snippets of 
code, hackers may have planted them to maintain access 
or cause trouble. 

• New, unauthorized admin users or logins 
Check your user list. New admin accounts you didn’t 
create or login attempts from unknown sources scream 
unauthorized access. 

• Slow performance or frequent crashes 
Does your site feel sluggish or keep crashing? Malware 
can bog down your server, dragging performance down 
with it. 

Subtle Signs to Watch For 
Some hacks are craftier, designed to fly under the radar 
while still causing harm. Watch for these quieter clues. 
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• Altered file permissions or modification dates 
Hackers might tweak file permissions to lock you out or 
cover their tracks. If permissions look off or file 
modification dates don’t match your recent changes, 
investigate further. 

• Odd server log activity (e.g., unfamiliar IP addresses) 
Dive into your server logs. Seeing login attempts from 
strange IPs or unusual patterns? It could mean someone’s 
probing your site—or already inside. 

• Emails sent from your site without your knowledge 
If your site’s sending out spam emails (maybe users 
report it, or you spot it in email logs), hackers could be 
exploiting your server for their schemes. 

Action Tip: Simple Checklist to Confirm a 
Hack 
Not sure if your site’s been hacked? Run through this quick 
checklist. If you answer “yes” to any of these, it’s time to dig 
deeper and take action. 

Are there unexpected redirects or pop-ups on your site? 

Does Google show a warning like “This site may be 
hacked” when you search for your site? 
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Have you noticed a sudden drop in traffic or search 
rankings? 

Are there strange files or code in your WordPress 
directories (e.g., wp-content, wp-includes)? 

Do you see new admin users or suspicious login activity 
in your user list? 

Is your site running slower than usual or crashing often? 

Are there odd entries in your server logs, like unfamiliar 
IP addresses? 

Is your site sending emails you didn’t authorize (check 
email logs or user feedback)? 

If any boxes are checked, don’t panic—but don’t wait, 
either. The next chapters will guide you through securing 
your site and cleaning up the mess. 
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CHAPTER 2 

IMMEDIATE 
ACTIONS TO TAKE 
WHEN YOUR SITE IS 
HACKED 

Discovering your WordPress site has been hacked can 
feel like a punch to the gut. Your instinct might be to 
dive in and fix everything immediately—or freeze in 

panic. Both reactions are normal, but neither helps you 
recover effectively. This chapter outlines the critical first 
steps to take when your site is compromised, helping you 
stabilize the situation and lay the groundwork for a full 
recovery. Let’s act fast, but smart. 

Step 1: Stay Calm and Don’t Panic 
Your site’s been hacked—deep breath. It’s tempting to rush 
in, deleting files or tweaking settings in a frenzy, but haste 
can make things worse. You might accidentally delete 
critical components, like core WordPress files, or overwrite 
a clean backup with a corrupted one. Panic also clouds your 
judgment, leading to missed details or hasty decisions that 
hackers exploit further. 

Page  of 13 60



Instead, pause. Take a moment to assess the situation. This 
guide will walk you through methodical steps to regain 
control. By staying calm, you’ll avoid errors and tackle the 
problem with a clear head, saving time and stress in the 
long run. 

Image credit: Unsplash 

 

Step 2: Change All Passwords 
Hackers often gain access through weak or stolen 
credentials, so resetting passwords is a top priority. Update 
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all passwords associated with your site to lock them out. 
This includes: 

• WordPress admin accounts for all users with access. 

• Hosting account credentials. 

• Database password (found in your wp-config.php file). 

• FTP/SFTP accounts used to upload files. 

• SSH keys or passwords, if you use server-level access. 

Change these passwords from a secure, malware-free 
device to ensure hackers can’t intercept them. This step 
slams the door on any lingering access they might have. 
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Tips for creating strong, unique passwords: 
• Use at least 16 characters, mixing uppercase, 

lowercase, numbers, and symbols (e.g., X7#pL9qW!
mZ2$kR8). 

• Avoid reusing passwords across sites or services. 
• Consider a password manager (like LastPass or 

1Password) to generate and store complex 
passwords securely. 

• Enable two-factor authentication (2FA) wherever 
possible for an extra layer of protection.



Step 3: Check for Unauthorized Access 
Hackers love planting backdoors, like fake admin accounts, 
to maintain control. Your next move is to review all user 
accounts for suspicious activity. 

• Log in to your WordPress dashboard (with your new 
password) and navigate to Users > All Users. 

• Look for unfamiliar accounts, especially those with admin 
or editor roles. Check email addresses, usernames, and 
registration dates. 

• Investigate recent login activity if your site uses a security 
plugin like Wordfence or iThemes Security. 

• Delete or disable unrecognized accounts immediately. If 
you’re unsure about a user, change their role to 
“Subscriber” (which limits access) until you can verify. 

Don’t stop at WordPress—check your hosting control panel 
and FTP accounts for rogue users, too. Removing 
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unauthorized access ensures hackers can’t sneak back in 
while you’re cleaning up. 

Step 4: Contact Your Hosting Provider 
Your hosting provider is a critical ally in a hack. They often 
have tools, backups, and expertise to assist. Reach out as 
soon as possible, ideally via phone for urgency or through a 
support ticket if that’s not an option. 

Questions to ask your host: 

• Do you have a recent, clean backup of my site from 
before the hack? 

• Can you scan my site for malware or suspicious activity? 

• Have you noticed unusual activity in my server logs (e.g., 
odd IPs or spikes)? 

• Can you temporarily suspend my site to prevent further 
damage? 

• Are there known vulnerabilities in the server environment 
I should address? 
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To streamline communication, here’s a sample email 
template for a support request: 
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“Subject: Urgent: Hacked WordPress Site – Immediate 
Assistance Needed 

Dear [Hosting Provider Support], 

My WordPress site ([yourdomain.com]) appears to have 
been hacked. I’ve noticed [briefly describe symptoms, 
e.g., redirects, strange files, or Google warnings]. I 
need your help to resolve this quickly. 

Do you have a clean backup from before the hack? If 
so, when was it made? 

Can you run a malware scan on my account? 

Are there any unusual activities in my server logs? 

Can you advise on securing my hosting environment? 

Please prioritize this request, as my site’s security is 
critical. Let me know if you need login details or other 
information (I’ll provide those securely). 

Thank you.”



Step 5: Take Your Site Offline (If Needed) 
If your site is actively spreading malware, redirecting users, 
or otherwise causing harm, take it offline to limit damage. 
This prevents further infection, protects visitors, and buys 
you time to investigate. 

To enable maintenance mode in WordPress: 

1. Install a plugin like WP Maintenance Mode or Coming 
Soon Page & Maintenance Mode if you don’t already 
have one. 

2. Activate maintenance mode from the plugin’s settings, 
displaying a neutral “Under Maintenance” message to 
visitors. 

3. Alternatively, contact your host to temporarily suspend 
public access while keeping the admin area available. 

If the hack is severe (e.g., phishing pages or malware 
downloads), ask your host to disable the site entirely until 
it’s clean. Be cautious: don’t delete your site’s files yet, as 
they may hold clues to the hack’s source. 

Action Tip: First Response Checklist 
When a hack hits, time is critical. Use this checklist to 
ensure you cover the immediate bases: 
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Pause, take a deep breath, and commit to a calm, 
methodical response. 

Change passwords for: 

WordPress admin accounts 

Hosting account 

Database 

FTP/SFTP 

SSH (if applicable) 

Use strong, unique passwords (16+ characters, mixed 
symbols). 

Check WordPress Users page for unfamiliar admin or 
editor accounts. 

Delete or disable suspicious accounts. 

Contact your hosting provider with clear questions 
about backups, scans, and logs. 

Enable maintenance mode if the site is actively harmful 
(use a plugin or ask your host). 

Document any symptoms or changes you’ve noticed for 
reference. 

Page  of 20 60



This checklist keeps you focused and ensures you don’t 
miss a critical step. With these actions complete, you’re 
ready to dive deeper into cleanup and recovery. 
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CHAPTER 3 

FINDING THE 
SOURCE OF THE 
HACK 

A hacked WordPress site is like a house with a broken 
lock—you need to find out how the intruder got in to 
prevent it from happening again. Pinpointing the 

source of the hack is critical for effective cleanup and long-
term security. This chapter will help you understand 
common vulnerabilities, use the right tools, and follow a 
clear process to uncover the breach’s origin. Let’s get to 
work. 

Understanding Common Entry Points 
Hackers exploit weaknesses in your site’s armor. Knowing 
the most common entry points helps you focus your 
investigation and shore up defenses. 

• Outdated plugins, themes, or WordPress core files 
Over 50% of WordPress hacks stem from unpatched 
software. Plugins and themes, especially those 
abandoned by developers, are prime targets. An 
outdated WordPress core is equally vulnerable, as known 
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exploits are widely shared in hacker communities. Always 
check for updates to close these gaps. 

• Weak or stolen passwords 
Simple passwords (like “password123”) or reused 
credentials across sites are easy pickings. Hackers use 
brute-force attacks or leaked data from other breaches to 
guess their way in. If your admin or FTP passwords were 
weak, they could be the culprit. 

• Hosting or server vulnerabilities 
A poorly secured hosting environment can expose your 
site. Misconfigured servers, outdated server software (like 
PHP), or shared hosting plans with “noisy neighbors” 
(other hacked sites on the same server) can let hackers 
slip through. Even a secure WordPress setup can’t protect 
against a vulnerable host. 

Tools to Identify the Breach 
You don’t need to be a detective to find the hack’s source—
modern tools do much of the heavy lifting. Here are three 
key approaches to uncover what went wrong. 

• Security plugins like Wordfence or Sucuri for scans 
Plugins like Wordfence, Sucuri, or MalCare can scan your 
site for malware, tampered files, and suspicious code. 
They compare your files against known WordPress core 
and plugin versions, flagging anomalies. Install one (if you 
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haven’t already) and run a full scan to get a quick 
overview of the damage. 

• Manual checks: look for recently changed files or odd 
code 
If you’re comfortable digging deeper, check your 
WordPress directories (via FTP or hosting file manager) 
for files with recent modification dates or strange names 
(e.g., wp-cache.php in odd places). Look for encoded 
snippets, like base64_decode or eval() functions, often 
buried in wp-config.php or theme files. These are 
common hacker tricks to hide malicious code. 

• Server logs to spot unusual activity 
Your hosting account’s server logs (accessible via cPanel 
or equivalent) record requests to your site. Look for 
repeated login attempts, unfamiliar IP addresses, or 
unusual POST requests. Logs can reveal brute-force 
attacks or scripts trying to exploit vulnerabilities, pointing 
you to the entry point. 

Step-by-Step Guide to Investigating 
With an idea of where hackers might have entered and tools 
in hand, it’s time to investigate systematically. Follow these 
steps to track down the breach. 
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1. Access your hosting control panel 
Log in to your hosting account (e.g., cPanel, Plesk, or 
SiteGround’s Site Tools). Use the File Manager to browse 
your WordPress installation. Check the integrity of core 
files like wp-config.php, index.php, and the wp-content 
folder. Look for unfamiliar files or recent changes (sort 
by modification date). 

2. Run security scans and interpret results 
Install a security plugin like Wordfence or Sucuri if you 
haven’t already. Run a full scan, which typically checks: 

• Core WordPress files for tampering. 

• Plugins and themes for known vulnerabilities. 

• Suspicious code or malware signatures. 

• Review the scan report. It’ll highlight infected 
files, outdated software, or potential backdoors. 
Note any flagged items for cleanup (covered in 
later chapters). 

3. Look for backdoors or hidden admin accounts 
Hackers often leave backdoors to regain access later. 
Check for: 

• Strange PHP files in wp-content/uploads or other 
directories (e.g., backup.php or cache.php). 

• Suspicious code in functions.php or other theme files, 
like encoded strings or external URL calls. 
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• Revisit the WordPress Users page to ensure no new 
admin accounts have appeared since your last check. 
Cross-reference with your hosting logs for 
unauthorized logins. 

4. Analyze server logs 
In your hosting panel, find the Logs or Access Logs 
section. Look for: 

• Repeated failed login attempts (indicating brute-
force attacks). 

• Requests to unusual URLs (e.g., wp-login.php from 
odd IPs). 

• POST requests to files that don’t belong (e.g., 
xmlrpc.php exploits). 

• If logs are overwhelming, focus on the timeframe 
when you first noticed hack symptoms. 

5. Document findings 
Keep a record of suspicious files, scan results, and log 
entries. This helps you track the hack’s scope and 
ensures you don’t miss anything during cleanup. It’s also 
useful if you need to escalate to a professional. 
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CHAPTER 4 

CLEANING UP 
YOUR HACKED 
WORDPRESS SITE 

You’ve identified the hack and its source—now it’s time 
to roll up your sleeves and clean up the mess. A 
hacked WordPress site can feel like a crime scene, but 

with the right approach, you can restore it to health. This 
chapter offers three options for cleanup, from the simplest 
to the most hands-on, plus critical steps to ensure your site 
stays secure afterward. Let’s get your site back to normal. 

Option 1: Restore from a Clean Backup 
The fastest way to recover a hacked site is to restore it from 
a clean backup made before the hack. This wipes out 
malicious changes and gets you back online quickly. 

• How to find a pre-hack backup 
Check with your hosting provider first—many (like 
SiteGround or WP Engine) automatically create daily or 
weekly backups, accessible via your control panel (e.g., 
cPanel’s Backup tool). If you use a backup plugin like 
UpdraftPlus, BackupBuddy, or VaultPress, look in their 
dashboard or storage location (e.g., Google Drive, 
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Dropbox). Verify the backup’s date to ensure it predates 
hack symptoms (like redirects or malware warnings). 

cPanel Backup 

• Steps to restore using hosting tools or plugins 

• Hosting tools: In cPanel, go to Backup or Backup 
Wizard, select your clean backup, and follow the 
prompts to restore files and the database. Confirm 
with your host if you’re unsure. 

• Plugins: For UpdraftPlus, navigate to Settings > 
UpdraftPlus Backups, select your backup, and 
choose to restore files, database, or both. Follow 
the wizard to complete the process. 

• Test your site after restoration to ensure it’s 
functioning correctly. 
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• Caution: Potential data loss 
If your latest clean backup is old, you might lose recent 
posts, comments, or orders. Weigh this against the effort 
of manual cleanup. If the data loss is significant (e.g., 
weeks of e-commerce sales), consider combining 
restoration with manual fixes to recover newer content 
(covered below). 

Option 2: Manually Remove Malware 
If you don’t have a clean backup—or want to preserve 
recent data—manual cleanup is an option. This requires 
caution and technical confidence, as mistakes can worsen 
the situation. 

• Identify and delete malicious files 
Use your hosting File Manager or FTP to inspect 
directories like wp-content/uploads, wp-content/themes, 
and wp-includes. Look for files with odd names (e.g., 
cache.php, backup.php) or recent modification dates that 
don’t align with your updates. Delete these, but back up 
your site first in case you remove something legitimate. 
Common red flags include files with base64_decode, 
eval(), or external URLs. 

• Reinstall WordPress core files 
Hackers often tamper with core files like wp-config.php 
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or index.php. Reinstall the WordPress core to replace 
them with clean versions: 

• Download the latest WordPress version from 
wordpress.org. 

• Upload the wp-admin and wp-includes folders via 
FTP, overwriting existing ones. 

• Avoid overwriting wp-content (it holds your 
themes, plugins, and uploads). 

• Check wp-config.php manually for injected code 
before keeping it. 

• Edit theme/plugin files to remove suspicious code 
Inspect your active theme’s functions.php or other files 
for rogue code (e.g., encoded strings or iframes). 
Compare with a clean version of the theme if possible. 
For plugins, deactivate and delete any you suspect are 
compromised, then reinstall fresh copies from trusted 
sources. Edit carefully—incorrect changes can break your 
site. 

• Warning: When manual cleanup is risky 
Manual cleanup is time-consuming and error-prone, 
especially for complex hacks involving backdoors or 
database injections. If you’re not confident with code, 
lack time, or notice persistent issues (e.g., reinfections), 
hire a professional like Sucuri’s cleanup team or a trusted 
developer. Don’t risk leaving traces of the hack behind. 
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Option 3: Use Security Plugins for 
Automation 
For a less hands-on approach, security plugins can 
automate much of the cleanup process, saving time and 
reducing errors. They’re ideal if you’re short on technical 
skills or dealing with a widespread infection. 

• Recommended tools 

• MalCare: Known for one-click malware removal, it 
scans deeply and cleans files without breaking 
your site. 

	 Image credit: MalCare 

• Sucuri: Offers robust scanning and removal, plus 
firewall integration for ongoing protection. 

• Wordfence: Provides detailed scans and cleanup 
tools, with options to repair tampered files. 
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• How to use them and pros/cons 

• How to use: Install the plugin (or use its cloud 
service for Sucuri). Run a full scan to detect 
malware, backdoors, or tampered files. Follow 
prompts to remove threats—most plugins offer a 
“clean” or “delete” option. Verify results by 
checking your site’s functionality. 

• Pros: Fast, user-friendly, and less error-prone than 
manual cleanup. Good for beginners or complex 
hacks. 

• Cons: Free versions may have limits (e.g., 
Wordfence’s free tier doesn’t auto-clean). Paid 
plans (e.g., MalCare at ~$99/year, Sucuri at ~$199/
year) can be costly, and plugins might miss deeply 
hidden backdoors. Always rescan to confirm. 

Post-Cleanup Steps 
Cleaning the hack is only half the battle. These steps ensure 
your site is truly secure and ready to go live. 

• Re-scan to confirm the site is clean 
Run another scan with your security plugin or a tool like 
Sucuri SiteCheck (free online scanner). Check for 
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lingering malware, backdoors, or warnings. If Google 
flagged your site, use Google Search Console to verify 
it’s clean and request a review to lift blacklists. 

• Update all plugins, themes, and WordPress 
Outdated software is a hacker’s playground. Go to 
Dashboard > Updates and install the latest versions of 
WordPress, plugins, and themes. Delete unused plugins 
or themes to reduce attack surfaces. If a plugin/theme 
hasn’t been updated in years, replace it with a 
maintained alternative. 

• Double-check security measures 
Revisit passwords (ensure they’re strong and unique), 
enable 2FA, and confirm no unauthorized users remain. 
These steps prevent immediate reinfection while you 
plan long-term defenses (covered in later chapters). 

Action Tip: Cleanup Checklist with Pitfalls to 
Avoid 
Use this checklist to guide your cleanup and steer clear of 
common mistakes. 

Locate a clean backup (check hosting or plugins like 
UpdraftPlus). 
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Pitfall: Don’t restore a backup without confirming it’s pre-
hack—check the date. 

Restore the backup via hosting tools or plugin if 
available. 
Pitfall: Don’t overwrite recent data without a plan to 
recover it. 

Manually inspect files (if no backup) for odd names or 
code in wp-content, wp-includes. 
Pitfall: Don’t delete files without a site backup—mistakes 
can break functionality. 

Reinstall WordPress core to replace tampered files. 
Pitfall: Don’t overwrite wp-content or wp-config.php 
without checking them first. 

Use a security plugin (MalCare, Sucuri, Wordfence) for 
automated cleanup if needed. 
Pitfall: Don’t rely solely on free tiers for complex hacks—
escalate if issues persist. 

Re-scan the site to confirm it’s clean (use plugins or 
Google Search Console). 
Pitfall: Don’t skip this—unnoticed backdoors lead to 
reinfection. 

Update everything: WordPress, plugins, themes. Delete 
unused ones. 
Pitfall: Don’t keep outdated or abandoned plugins/
themes—they’re vulnerabilities. 
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Verify passwords and user accounts (strong passwords, 
no rogue admins). 
Pitfall: Don’t skip password updates—old credentials 
invite hackers back. 

This checklist keeps you on track and highlights traps to 
avoid, ensuring a thorough cleanup. 
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CHAPTER 5 

SECURING YOUR 
WORDPRESS SITE 
AGAINST FUTURE 
ATTACKS 

Cleaning up a hacked WordPress site is a victory, but 
the real win is keeping it safe moving forward. 
Hackers are relentless, exploiting any weakness they 

find. This chapter equips you with proven strategies to 
fortify your site, from basic protections to advanced 
defenses. By building a robust security foundation, you’ll 
sleep easier knowing your site is ready for whatever comes 
next. 

Essential Security Best Practices 
Start with the fundamentals—these are non-negotiable for 
any WordPress site. 

• Use strong passwords and enable two-factor 
authentication (2FA) 
Weak passwords are an open invitation to hackers. 
Ensure all accounts (admin, hosting, FTP) use passwords 
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with at least 16 characters, mixing letters, numbers, and 
symbols (e.g., K9#mP2qL!xW7$vR3). Use a password 
manager to keep track. Enable 2FA on WordPress (via 
plugins like Two Factor or Wordfence Login Security) 
and your hosting account to add a second verification 
step, like a code sent to your phone, thwarting 
unauthorized logins even if a password is compromised. 

• Regularly update WordPress, plugins, and themes 
Outdated software is the leading cause of hacks, with 
vulnerabilities patched in newer versions. Check 
Dashboard > Updates weekly to install the latest 
WordPress core, plugins, and themes. Set plugins to 
auto-update if possible (many hosts or plugins like 
Jetpack offer this). Delete unused plugins or themes—
they’re potential entry points if neglected. 

• Limit login attempts and block suspicious IPs 
Hackers use brute-force attacks to guess passwords, 
hammering your login page. Use a plugin or hosting 
feature to limit login attempts (e.g., lock out after 3 
failed tries). Block suspicious IP addresses manually or 
automatically if you notice repeated attacks in your logs. 
Tools like Wordfence or Cloudflare can help identify 
and block malicious traffic. 
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Hardening Your Site 
Beyond the basics, “hardening” your site adds extra layers 
of defense by closing obscure vulnerabilities. 

• Add security headers 
Security headers tell browsers how to handle your site, 
reducing risks like cross-site scripting (XSS). Add these 
via your .htaccess file or a plugin like Security Headers: 

• Content Security Policy (CSP): Restricts which 
scripts can run, blocking unauthorized ones. 

• X-Frame-Options: Prevents your site from being 
embedded in malicious iframes (clickjacking 
protection). 

• Strict-Transport-Security (HSTS): Enforces 
HTTPS, ensuring encrypted connections. Example 
for .htaccess: 
 
Header set X-Frame-Options "DENY" 
Header set Content-Security-Policy "default-src 
‘self';" 

• Set proper file permissions 
Incorrect permissions can let hackers modify or access 
files. Use your hosting File Manager or FTP to set: 

• Files (e.g., wp-config.php): 644 (readable by all, 
writable only by the owner). 

Page  of 38 60



• Directories (e.g., wp-content): 755 (executable by 
all, writable only by the owner). 

• Sensitive files like wp-config.php: 600 (owner-only 
access) for extra protection. Check permissions 
regularly, as hacks can alter them. 

• Disable unnecessary features 
WordPress includes features that hackers exploit if left 
enabled: 

• XML-RPC: Used for remote access but often 
abused for brute-force attacks. Disable it by using 
a plugin or adding to wp-config.php: 
 
add_filter('xmlrpc_enabled', '__return_false'); 

• Directory listing: Prevents browsers from 
showing folder contents. Add to .htaccess: 
 
Options -Indexes. 

• File editing: Stops admins from editing theme/
plugin files via the dashboard (a risk if hacked). 
Add to wp-config.php: 
 
define('DISALLOW_FILE_EDIT', true);. 
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Leveraging Security Plugins 
Security plugins are like hiring a 24/7 guard for your site. 
They simplify complex tasks and catch threats in real time. 

• Suggested plugins 

• Wordfence: Offers a firewall, malware scanning, 
and login protection. Free tier is robust; premium 
adds advanced blocking. 

• iThemes Security: Focuses on hardening, with 
2FA, file monitoring, and brute-force protection. 
User-friendly for beginners. 

• All In One WP Security: Free, comprehensive, 
with firewall, login limits, and database security. 
Great for budget-conscious users. 

• Key settings to enable 

• Firewall: Blocks malicious requests (e.g., 
Wordfence’s real-time IP blocklist). 

• Malware scans: Schedule daily scans to catch 
new threats (Sucuri or MalCare excel here). 

• Login security: Enforce strong passwords, enable 
2FA, and limit login attempts. 
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• File change detection: Alerts you to unauthorized 
edits in core, theme, or plugin files. Configure 
these via the plugin’s dashboard and test settings 
to avoid locking yourself out (e.g., save a recovery 
email for lockout protection). 

Backup and Monitoring Strategies 
Backups and monitoring are your safety net and early 
warning system. They ensure you can recover quickly and 
spot issues before they escalate. 

• Automate backups via hosting or plugins 
Regular backups save you from starting over if hacked 
again. 

• Hosting: Many providers (e.g., Bluehost, 
SiteGround) offer daily backups. Enable them in 
your control panel and store copies off-site (e.g., 
download to your computer or cloud storage). 

• Plugins: Use UpdraftPlus, BackupBuddy, or 
BlogVault to schedule daily or weekly backups. 
Store them securely on Google Drive, Dropbox, or 
Amazon S3. Test restores periodically to confirm 
they work. Aim for at least one full backup (files + 
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database) per week, with more frequent database 
backups for dynamic sites (e.g., e-commerce). 

• Monitor with tools 
Stay proactive by tracking your site’s health: 

• Google Search Console: Alerts you to malware 
warnings, blacklisting, or SEO issues. Submit your 
sitemap and check the Security Issues tab 
regularly. 

• Uptime services: Tools like UptimeRobot or 
Pingdom notify you if your site goes down, which 
could signal a hack. 

• Security plugins: Enable notifications for file 
changes, login attempts, or scan results. Check 
these tools weekly to catch anomalies early. 
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Action Tip: Security Checklist for Ongoing 
Protection 
This checklist summarizes the steps to keep your site locked 
down. Review it monthly to stay secure. 

Passwords: Ensure all accounts use strong, unique 
passwords (16+ characters, mixed symbols). 

2FA: Enable two-factor authentication for WordPress and 
hosting logins. 

Updates: Update WordPress, plugins, and themes 
weekly; delete unused ones. 

Login limits: Set login attempt caps (e.g., lockout after 3 
fails). 

Security headers: Add CSP, X-Frame-Options, and HSTS 
via .htaccess or plugin. 

File permissions: Verify files at 644, directories at 755, 
wp-config.php at 600. 

Disable features: Turn off XML-RPC, directory listing, 
and file editing. 

Security plugin: Install Wordfence, iThemes Security, or 
All In One WP Security. 

Enable firewall and daily malware scans. 

Page  of 43 60



Set up login security (2FA, attempt limits). 

Activate file change alerts. 

Backups: Schedule daily/weekly backups via hosting or 
plugins; store off-site. 

Monitoring: Use Google Search Console for security 
alerts, UptimeRobot for downtime. 

Test: Monthly, check logs, scan results, and test a 
backup restore. 

This checklist is your blueprint for a secure WordPress site. 
Stick to it, and you’ll drastically reduce your risk of future 
hacks. 
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CHAPTER 6 

WHEN TO SEEK 
PROFESSIONAL 
HELP 

You’ve battled your WordPress hack with 
determination, but sometimes the enemy is too 
entrenched—or you’re just too stretched—to fight 

alone. Knowing when to call in a professional can save your 
site, your sanity, and your time. This chapter helps you spot 
the signs that you need expert help, choose the right 
security pro, and connect with trusted resources to get your 
site back on track. 

Signs You Need an Expert 
Not every hack requires a professional, but certain 
situations demand expertise beyond DIY efforts. Here are 
the red flags that signal it’s time to bring in the cavalry. 

• Malware persists after cleanup attempts 
If you’ve restored backups, run security plugins, or 
manually deleted suspicious files, but the hack keeps 
resurfacing—redirects return, warnings persist, or new 
backdoors appear—you’re likely missing deeply 
embedded malware. Professionals have advanced tools 
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and experience to root out stubborn infections, like 
database injections or encrypted scripts, that standard 
methods miss. 

• Hacks involve server-level issues 
Some attacks go beyond WordPress, exploiting 
vulnerabilities in your hosting environment. Signs 
include unusual server logs (e.g., rogue processes or 
unfamiliar IPs), compromised hosting accounts, or 
infections spreading to other sites on a shared server. 
Server-level issues require expertise in system 
administration, which most site owners lack. A pro can 
analyze logs, patch server flaws, and coordinate with 
your host to secure the environment. 

• You’re overwhelmed or short on time 
Cleaning a hacked site is complex and time-intensive, 
especially if you’re juggling a business, clients, or a day 
job. If you’re struggling to understand scan reports, 
intimidated by code, or can’t afford downtime, a 
professional can take the burden off your shoulders. 
They’ll work efficiently, minimizing disruption while you 
focus on what matters most. 

 

Page  of 46 60



How to Choose a Security Professional 
Hiring the right expert is critical—your site’s safety depends 
on their skill and reliability. Here’s how to find someone you 
can trust. 

• Look for WordPress experience and good reviews 
Choose professionals who specialize in WordPress 
security, as the platform’s quirks (e.g., plugin 
vulnerabilities, wp-config.php tweaks) require specific 
knowledge. Check their website for case studies or 
client testimonials. Look at reviews on platforms like 
Trustpilot, Google, or WordPress-focused forums (e.g., 
WPBeginner’s community). Avoid general IT services that 
lack CMS expertise—they may miss WordPress-specific 
threats. 

• Questions to ask 
Before hiring, interview candidates to ensure they’re a 
good fit. Key questions include: 

• What’s your process for cleaning a hacked 
WordPress site? (Look for a clear plan: scanning, 
malware removal, hardening.) 

• How long will it take to restore my site? (Expect 
24–72 hours for most cases, depending on 
severity.) 

• Do you handle server-level issues or coordinate 
with my host? 
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• What steps do you take to prevent future hacks? 

• Can you provide a report of what you fixed? (This 
helps you understand the hack’s scope.) 

• What’s the cost, and are there follow-up services? 
(Be wary of vague pricing.) A reputable pro will 
answer confidently and transparently, offering a 
roadmap tailored to your situation. 

Action Tip: Trusted WordPress Security 
Services or Freelancers 
To save you from endless searching, here’s a curated list of 
trusted WordPress security services and platforms where 
you can find skilled freelancers. These are well-regarded as 
of 2025 for their expertise and reliability. 

• Sucuri 
A leading WordPress security provider offering malware 
cleanup, firewall protection, and 24/7 support. Their 
team specializes in complex hacks and server issues. 
Website: sucuri.net 
Typical cost: Starts at ~$199 for one-time cleanup; 
subscriptions for ongoing protection. 
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• MalCare 
Known for automated cleanup and deep scans, MalCare 
also offers professional restoration services for tough 
cases. Ideal for quick turnarounds. 
Website: malcare.com 
Typical cost: Cleanup included in premium plans (~$149/
year and up). 

• Wordfence Premium Services 
Wordfence provides hands-on cleanup alongside its 
popular plugin. Their team focuses on WordPress-
specific threats like backdoors and database injections. 
Website: wordfence.com 
Typical cost: ~$490 for one-time cleanup (varies by site 
complexity). 

• Fix My Site (by WebTitan) 
A boutique service with a strong reputation for 
WordPress recovery and hardening. Great for small 
businesses needing personalized attention. 
Website: fixmysite.com 
Typical cost: ~$200–$500 depending on hack severity. 

• Freelancer Platforms 

• Codeable: A WordPress-only freelance 
marketplace with vetted experts. Post your job, 
and they match you with pros for cleanup or 
hardening. codeable.io (~$70–$150/hour). 
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• Upwork: Filter for WordPress security specialists 
with high ratings and verified WordPress 
experience. upwork.com (rates vary, ~$50–$200/
hour). 
 
Tip: Check profiles for specific hack cleanup 
experience and recent WordPress projects. 

• WP Hacked Help 
A specialized service for WordPress hack recovery, 
offering fast response and detailed post-cleanup reports. 
Website: wphackedhelp.com 
Typical cost: ~$150–$400 for one-time fixes. 

Note: Costs and availability may vary, so contact services 
directly for quotes. Always verify credentials and avoid 
deals that seem too cheap—quality matters when your site’s 
at stake. 
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RECAP 

CONCLUSION 
Congratulations—you’ve navigated the turbulent waters of a 
hacked WordPress site and come out stronger. Whether 
you’ve cleaned up a breach, fortified your defenses, or 
learned when to call in the pros, you’re now equipped to 
protect your site with confidence. This final chapter recaps 
the critical lessons from our journey, encourages you to 
stay proactive, and points you to resources for ongoing 
success. Your WordPress site is more than a digital asset—
it’s your voice, your business, your passion. Let’s keep it 
safe. 

Recap of Key Takeaways 
A hacked WordPress site is a crisis, but it’s one you can 
overcome with the right approach. Here are the core 
lessons to carry forward: 

• Act fast: Time is your enemy when a site is 
compromised. Spotting signs like redirects or Google 
warnings and taking immediate steps—staying calm, 
changing passwords, contacting your host—limits 
damage and sets the stage for recovery. 

• Clean thoroughly: Whether restoring a backup, 
manually removing malware, or using security plugins, 
ensure every trace of the hack is gone. Re-scanning and 
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updating software are non-negotiable to prevent 
reinfection. 

• Secure proactively: A strong defense beats a reactive 
scramble. Strong passwords, 2FA, regular updates, and 
hardening techniques like security headers or proper file 
permissions keep hackers at bay. Backups and 
monitoring ensure you’re never caught off guard again. 

These principles transform a hacked site from a catastrophe 
into a manageable challenge, empowering you to regain 
control and build resilience. 

Encouragement to Stay Vigilant 
Security isn’t a one-and-done task—it’s a commitment. 
Hackers evolve, exploiting new vulnerabilities and tactics 
daily. Your WordPress site, no matter how small, is a target 
simply because it exists online. Stay vigilant by making 
security a habit: check for updates weekly, review logs 
monthly, test backups regularly, and keep learning about 
emerging threats. Think of it like locking your doors at night
—small, consistent actions prevent big problems. You’ve 
already tackled a hack; you have the grit to keep your site 
secure for the long haul. Stay sharp, and don’t let your 
guard down. 
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Additional Resources 
Knowledge is power in the fight against hacks. Below are 
trusted resources to deepen your WordPress security 
expertise and stay prepared. 

• WordPress Codex & Support 

• WordPress.org Codex: The official 
documentation for WordPress, with guides on 
hardening, updates, and troubleshooting. 
wordpress.org/documentation/ 

• Support Forums: Ask questions and learn from 
the WordPress community. wordpress.org/
support/ 

• Security Blogs 

• Sucuri Blog: Practical tips on WordPress security, 
malware trends, and cleanup. blog.sucuri.net 

• Wordfence Blog: Deep dives into vulnerabilities, 
attack patterns, and prevention. wordfence.com/
blog 

• WPBeginner: Beginner-friendly tutorials on 
security, backups, and performance. 
wpbeginner.com 
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• Recommended Tools 

• Google Search Console: Monitor for malware 
warnings and SEO issues. search.google.com/
search-console 

• UpdraftPlus: Reliable backup plugin with easy 
restores. updraftplus.com 

• iThemes Security: Free and paid options for 
hardening and login protection. ithemes.com/
security 

• Cloudflare: Adds a firewall and performance 
boosts, with a free tier. cloudflare.com 

These resources are your toolkit for staying informed and 
proactive. Bookmark them, explore regularly, and lean on 
their expertise to keep your site locked down. 

You’ve taken a hacked WordPress site from chaos to control, 
and that’s no small feat. By acting swiftly, cleaning 
thoroughly, and securing proactively, you’ve built a stronger 
digital foundation. Keep vigilance as your watchword, and 
let these lessons guide you to a safer online future. Your site 
deserves it—and so do you. 
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APPENDICES 
This section is your go-to toolkit, packed with resources to 
streamline your response to a hacked WordPress site. 
Whether you need a quick checklist to stay on track, clear 
definitions of technical terms, or ready-made emails to get 
help fast, these appendices have you covered. Keep them 
handy as you protect and maintain your site. 

Appendix A: Quick Reference Checklist 
This printable checklist condenses the e-book’s key steps 
into a single, actionable guide. Use it to detect a hack, clean 
up the mess, and secure your site against future attacks. 
Check off each step as you go to ensure nothing slips 
through the cracks. 

Quick Reference Checklist for a Hacked 
WordPress Site 
1. Detect the Hack 

Check for redirects, pop-ups, or spam content. 
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Look for Google warnings (“This site may be 
hacked”) or traffic drops. 

Review WordPress users for unauthorized admins. 

Inspect files for strange names or code (e.g., wp-
content/uploads). 

Scan server logs for odd IPs or login attempts. 

2. Immediate Actions 

Stay calm to avoid rash decisions (e.g., deleting 
wrong files). 

Change all passwords (WordPress, hosting, 
database, FTP, SSH). 

 Use 16+ characters, mixed symbols; enable 
2FA. 

Delete or disable suspicious user accounts. 

Contact hosting provider for backups or malware 
scans. 

Enable maintenance mode if the site is harmful. 
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3. Find the Source 

Run a security plugin scan (e.g., Wordfence, 
Sucuri). 

Check for outdated plugins, themes, or WordPress 
core. 

Look for backdoors (e.g., odd PHP files, base64 
code). 

Review file permissions and server logs for 
anomalies. 

4. Clean Up the Site 

Option 1: Restore a clean backup (verify it’s pre-
hack). 

Option 2: Manually delete malicious files; reinstall 
WordPress core. 

Option 3: Use a plugin like MalCare or Sucuri for 
automated cleanup. 

Re-scan to confirm the site is clean. 

Update all plugins, themes, and WordPress; delete 
unused ones. 
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5. Secure the Site 

Use strong passwords and 2FA for all accounts. 

Set file permissions (644 for files, 755 for 
directories). 

Add security headers (e.g., CSP, X-Frame-
Options). 

Disable XML-RPC, directory listing, and file editing. 

Install a security plugin (e.g., iThemes Security); 
enable firewall, scans. 

Schedule daily/weekly backups (store off-site). 

Monitor with Google Search Console, 
UptimeRobot. 

6. Seek Help if Needed 

Call a pro if malware persists, server issues arise, 
or you’re overwhelmed. 

Choose experts with WordPress experience and 
clear processes. 
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Appendix B: Glossary of Terms 
WordPress security can feel like learning a new language. 
This glossary explains key terms in plain, jargon-free 
language to help you understand what’s happening with 
your site. 

• Backdoor 
A hidden way hackers sneak into your site, like a secret 
entrance. Often a malicious file or script (e.g., fake-
plugin.php) that lets them return even after cleanup. 

• Brute-Force Attack 
When hackers use software to guess your password by 
trying thousands of combinations, hoping to crack it 
through sheer repetition. 

• Content Security Policy (CSP) 
A rule in your site’s code that tells browsers which 
scripts are safe to run, blocking sneaky ones hackers 
might inject. 

• Database 
The storage room for your site’s content—like posts, 
comments, and user info. In WordPress, it’s usually 
MySQL, accessed via wp-config.php. 

• File Permissions 
Settings that control who can read, write, or execute 
files on your site. Wrong permissions (e.g., too open) let 
hackers mess with your files. 
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• Firewall 
A digital shield that blocks harmful traffic, like malicious 
requests or bots, before they reach your site. Plugins like 
Wordfence include one. 

• Malware 
Bad code or files hackers plant to harm your site—think 
viruses, redirects, or data-stealing scripts. Short for 
“malicious software.” 

• Security Headers 
Instructions in your site’s code that tell browsers how to 
behave safely, like enforcing HTTPS or blocking 
clickjacking. 

• Two-Factor Authentication (2FA) 
An extra login step (e.g., a code sent to your phone) that 
ensures it’s really you, even if someone has your 
password. 

• XML-RPC 
A WordPress feature for remote access (e.g., via apps). 
Hackers exploit it for attacks, so it’s often best disabled.
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